HU'ONG DAN DANG NHAP SCSC ECARGO VA QUAN LY TAI KHOAN

.  MUCDICH

Hwéng dan st dung ecargo features DANG NHAP, HUG'NG DAN XAC THU'C 2 LOP (2FA) va
cac thao tac QUAN LY TAI KHOAN cho khach hang clia SCSC.

Il.  DANG NHAP VA BAT XAC THU'C 2 LOP( 2FA)

Ngudi dung truy cap vao dudng dan: https://ecargo.scsc.vn/ Chon Dédng nhdp (géc trén bén
phai), man hinh giao dién dang nhap sé hién ra. Ngudi dung st dung tén dang nhap (CMIND,
CCCD) va mat khdu( mic dinh: 123PasSword.) d3 duoc cap dé ding nhip vao hé théng.

SCSC eCargo

DANG NHAP

M 56 thué / Ten ding nhip.

Hinh 1 : giao dién ddng nhdp ecargo.



Sau khi dang nhép tai khoan lan dau, hé théng s& yéu ciu xdc thuwc 2 Iép( 2FA) |a mét bién
phdp bao mat dé bao vé tai khoan ngudi dung

SCSC eCargc
THONG BAO BAO MAT

Tai khoan ctia ban chua dugc bio vé.
D€ ting cuding bko mit 1 khodn cla quy khich, ching t5
Khuyéin ¢80 quj Khich kich hoat phuang thirc bio mét Xic
Thue 2 LOp FA) cho tai khoin tir ngdy 0171172024,

Hinh 2: Giao dién bat xdc thuc 2 16p

Ngudi dung chon bdt xdc thuc 2 Iop, hé thdng sé diéu hudng dén trang Set up xdc thuc 2
Iop. Tai trang nay sé& cé huwdng dan cac budc dé thuc hién bao gom:

1. Tai ng dung Authenticator( Khuyén nghi st dung Google Authenticator)

2. Hudng dan cai dat va quét QR code trén ng dung

3. Quét QR code d& nhan ma( 1 chudi s6 bat ky va s& thay d6i theo thoi gian real time)
4. Nhap s6 trén &rng dung dé hoan tat cai dat

Hutng din dich vy = Thng tin iénhé -

@ SETUP XAC THYC 2 LGP (2FA)

Théng tin ti khodn Vui Iang thyc hign theo cic budc sau diy:

1. Téi ing dung xée thuic Google Aut or hojc céc (ing dung xéc thy 2 Idp khéc

i password

Biomat2 lop

2 Hudng diin quét OR Code trén ing dung Google Authenticator

5 ® Coms m
& ]
Thém ma Authenticator
296159 v

Chao miing ban dén véi
Google Authenticator

B vio g dung xéc thic dé i dat

4, Sau khi hoan tt scan QR hodc nhp m, Authentocator sé cung <8 cho ban 1 chudi s6 duy nhét Nhap G véo phin xéc nhdn bén dudi.

Verification Code

Hinh 3: Giao Dién trang Set Up xdc thuc 2 Iop



Khi bat xac thuc thanh céng, hé thong sé tra 1 tap hop recovery code. Khiach hang phai lvu
lai cac recovery code nay va khdng chia sé cho ngudi khac vi day |a cach cudi cing dé cé thé
dang nhap vao tai khoan khi khéng thé thuc hién cac budc ddng nhap va xac thuc 2 16p
thong thuong.

MA KHOI PHUC XAC THUC 2 LGP (2FA)

Ma khéi phuc xéc thuc 2 [6p (2FA)

Thong tin ti khoan

6 password A Lu ma khdi phuc & nai an toin.

Bdo mat 2 I6p Neu ban mat thiét bi xc thuc va khong cb ma khoi phuc, ban sé khéng the truy cap tai khoan duoc nia. Vui long lién hé quan tri vién dé khdi tao lai.

Hinh 4: giao dién mé khoi phuc xdc thuc 2 Iop

Hutng din dichvu = Thng tin ién hé - Hi demo01 Demo 01

XAC THUC 2 LOP (2FA)

Théng tin i khodn Uing dung xéc thut cla ban 83 dugc xéc nhn.

e e o

Ung dung xdc thuc

Cai dit lai img dung xéc thyc

Hinh 5: Giao dién hoan thanh set up xdc thuc 2 Iop



ll.  QUAN LY TAl KHOAN CA NHAN
1. Da&i mat khau

Khi ddng nhap vao hé théng lan dau, ngudi dung sé dwoc yéu cau d6i mat khau mdi thay cho
mat khau mac dinh

SCSC eCargo

D01 MAT KHAU

B30 ding ding mit knda mic Sh.
Vi do an tode, wi 10ng thuc hién 861 mit khdu e tradc
i 5 cong .

Matihda hén ta

Matkhd ms

Xbc nhd mit khd

TS

—

Hinh 6: giao dién d6i mét khdu

Lwu y: mat khdu mdi phai théa man cac diéu kién bdo mat nhu: phdi cd ky tw ddc biét, co
chir¥ hoa, chi¥ thworng va sé.

SCSC eCargo

D061 MAT KHAU

Ban dang diung mét kniu méc dinh.
13ng thux i

s dung vl

Mt kb it

Hinh 7: Giao dién déi mat khdu khéng thanh céng do khéng théa man cdc yéu cdu bdo mat



Trong nhitrng [an dang nhap sau, néu mudn d6i mat khau cho tai khodn, ngudi dung cé thé
chon chirc nang D3i password & giao dién THONG TIN TAI KHOAN. nhap mat khiu cii & dong
dAu tién, nhap mat khau mdi va confirm mat khdu méi & dong 2 va 3 sau d6 chon Cap nhat
dé hoan thanh thao tac d6i mat khau.

Hudng din dichwy ~ Théng tin ién hé ~

DO MAT KHAU

Mat khdu hién tai

M3t khdu mdi

Xac nhan mat khiu

Hinh 8: B6i méat khdu
2. Thong tin cd nhan

Nguoi dung cé thé kiém tra thong tin ca nhan & giao dién THONG TIN TAI KHOAN. théng tin
cd nhan hién thj bao gdm: ho va tén, email, tén ding nhap

Hutng din dichvu = Thang tin ién hé ~

THONG TIN TAI KHOAN

Ho va tén dém

demo01

Demo 01

Théng tin tai khodn E=I=Ezy
Tén ding nhip

Hinh 9: Théng tin cd nhdn



3. Quanly bdo mat 2 16p
Nguoi dung cé thé truy cap & phan THONG TIN TAI KHOAN - Bao mat 2 16p.
Giao dién quan ly cé cac chirc ning nhu: Tt xac thue 2 1&p (KHONG KHUYEN NGHI vi Iy do
bao mat va an toan cla tai khoadn,. Cap mdi lai recovery code va cai dit lai irng dung xéc
thue( S dung khi mudn déi irng dung hodc thiét bi xac thuc).

Nguwoi dung cling c6 thé truy cap chirc nang nay khi lan dau dang nhap chuwa ddng ky xac thuc
2 |&p dé cb thé tién hanh cac budce bat xac thuc.

Huting din dichws - Thong tin kién hé ~ Hi demo01 Demo 01

XAC THYC 2 LOP (2FA)

Xéc thuc 2 16p (2FA)

Tétxdc thuc 216p (2FA)  Csp mi ms khi phuc (Recovery Codes)

"

Cai dit lai img dung xéc thyc

Hinh 10: Giao dién quén ly xdc thuc 2 16p



